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Incidents/Articles of Note:

How Do We Know About New Phishing Attacks? Because Some Human

Reported It.

How To Report Scam Calls And Phishing Attacks

Google: We’re Tracking 270 State-Sponsored Hacker Groups From over 50

Countries

Top Healthcare Cyber Threats, Vulnerabilities to Watch For

FBI Releases Indicators of Compromise Associated with Ranzy Locker

Ransomware

Credit card PINs can be guessed even when covering the ATM pad
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Resource | CISA/FBI/NSA

CISA, FBI, and NSA Release

Joint Cybersecurity

Advisory on BlackMatter

Ransomware

CISA, the Federal Bureau of

Investigation (FBI), and the National

Security Agency (NSA) have released

joint Cybersecurity Advisory

(CSA): BlackMatter Ransomware.

Since July 2021, malicious cyber actors

have used BlackMatter ransomware to

target multiple U.S. critical

infrastructure entities, including a U.S.

Food and Agriculture Sector

organization. Using an analyzed sample

of BlackMatter ransomware and

information from trusted third parties,

this CSA provides cyber actor tactics,

techniques, and procedures and

outlines mitigations to improve

ransomware protection, detection, and

response.
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Resource | government technology

Experts: Remote Work

Should Be The Future Of

Government

Government became more virtual

during the COVID-19 pandemic. And

that's how things might stay, as remote

capabilities have opened up new

possibilities for innovation and change,

according to experts at the Smart Cities

Connect Conference and Expo

yesterday.
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The opinions or conclusions of the authors reflected in the open source articles does not necessarily reflect the
opinion of the Virginia Fusion Center. The sources have been selected to provide you with event information to

highlight available resources designed to improve public safety and reduce the probability of becoming a victim of a
crime.
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